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Automated network scanning tools are 
pivotal in pinpointing cybersecurity risks 
for companies; however, they present a
challenge with their text-heavy reports. 
The extensive length and density of these 
reports may hinder quick decision-making. 
Furthermore, there is a necessity for 
enhanced personalization to augment the 
relevance and usability of these reports.

The problem
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To overcome these challenges, we utilized 
ChatGPT for extracting key insights from 

reports and incorporating Nextcloud for 
streamlined development and 

deployment. To enhance personalization, 
we included relevant images tied to the 

insights and introduced the ability to 
generate company-specific images, 

providing a more concise and visually 
impactful cybersecurity reporting solution.

The solution
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• We started by cloning the Nextcloud 
repo and setting it up locally.

• Next, we create an API key to use 
with ChatGPT.

Setting up NextCloud & 
using ChatGPT
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• Implemented document upload.

• Parsing document (gpt word limit).

• Asking chatGPT for insights.

Generating insights 
from uploaded reports
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• What is the Consolidated 
Management Plan?

• What insights are we extracting?

Consolidated 
Management Plan
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• Dall-E setup
• Images based on insights
• Images with company logo

Generating images for 
the report

Ford Inter Miami C.F

McDonalds Cybersecurity Reports
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• What is the Client Health 
Report?

• What insights are we 
extracting from it.

• How will it be enriched?

Client Health Report

The report will be enriched by analyzing its content in 
relation to current cybersecurity trends, threats, and 
technologies. Information extracted includes key 
findings of the report, evaluation of its 
recommendations against industry standards, and 
insights on recent cyber incidents and evolving 
threats. This process also involves integrating 
additional industry-specific details for a more 
comprehensive analysis.
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• Setup Dall-E

• Create a Threat level indicator bar

• Each threat level indicates what is 
the risk associated with

• Generate a prompt for low, medium, 
and high level threat. This will 
generate a visual representation of 
the threat level

Threat level Image 
Generator The user selects from three threat levels 

by selecting a color from a threat level 
indicator bar

    Low                  Medium                   High
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Summary

● Automated network scanning tools face challenges with text-heavy reports.
● Our solution involved ChatGPT and Nextcloud for streamlined development.
● We customized the reports by extracting insights, and adding relevant images 

and company-specific visuals.


